AMERICANPC

SOLUTIONS,Inc.

Solutions for Today's Technology

Computer MaintenanceTips

At American PGolutionsthe service d& & \&rfl éafter your computer or laptop has beesdeemed or
delivered to you. We also want you to know how maintain or keep up with your PC to keep you running
smoother. The following instructions show how to properly use software that American PC may have
installed on your PC, such as CCleaner (prooedSeeCleane), Malwarebytes AntMalware, or AVG
FreeAntivirus.All of these programs are at no additional cost and are free to download from the
Internet. Full versions can be purchasedntact American PC Solutions for more information.

If you donot have any of these programs but would like to install them yourself go to the following
websites to do so.

www.piriform.com/ccleaner

www.malwarebytes.org

www.free.avg.com

CCleaner
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Files like Cookies, Internet History, Temporary Files, etc. Removing these files periodically will help keep
your PC from accumulating unnecessary data, but could also erase potential malware from installing

itself on your PC.

Instructionsto use CCleaner

First ogen CCleaner. There should be an icon on your desktopble left click to open and it should
look like this.
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http://www.piriform.com/ccleaner
http://www.malwarebytes.org/
http://www.free.avg.com/

tincove bcaters

Temporary Internet Files
Cockies
History
Recently Typed URLs
Index. dat files
Last Download Location
[ Autocomplete Form History
Windows Explorer
Recent Documents
Run (in Start Menu)
Other Explarer MRUs
Thumbnail Cache
Taskbar Jump Lists
7 system

Empty Recyde Bin

[#] Temporary Files
[¥] clipboard
[7] Memory Dumps
Chkdsk File Fragments
indows Log Files
[ Windows Error Reporting
[ ons Cache
[F] Start Menu Shortouts
[ Desktop Shorteuts
Advanced
Old Prefetch data
[ Menu Order Cache
[F] Tray Notifications Cache
[ window Size Location Cache
[F] user Assist History
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Analyze

Windows
@ Internet Explorer
Temporary Internet Files
Cockies
History
Recently Typed URLs
Index. dat files
Last Download Location
[ Autocomplete Form History
Windows Explorer
Recent Documents
Run (in Start Menu)
Other Explorer MRUs
Thumbnail Cache
Taskbar Jump Lists
7 system
Empty Recyde Bin
Temporary Files
Clipboard
Memory Dumps
Chkdsk File Fragments
[ windows Log Files
[ Windows Error Reporting
[ DNS Cache
[F] Start Menu Shortcuts
[ Desktop Shorteuts
@ Advanced
Old Prefetch data
[ Menu Order Cache
[F] Tray Notifications Cache
[ window SizefLocation Cache
[F] user Assist History
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Run Cleaner

) InternetExplorer
Temporary Internet Files
C:\Userstorlando\AppData L ocal Microsoft\Windows\Temporary Internet FilesY ow\Content. IES\3F

top right corner

V2QIistySideBars[1].css

Run Cleaner
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Windows | Applications

@ Internet Explorer » | | CLEANING COMPLETE - (52.959 secs)

Temporary Internet Files T

Cookies 17.5 MB removed.

History Secure file deletion enabled - DOD 5220.22-M (3 passes)
Recently Typed URLs

Index.dat files Details of files deleted

Last Download Location

& .
[ Autocomplete Form History @ ntemet Explorer - Temporary Internet Files 16,704K8 1,171 files

1% Windows Explorer @ ntemet Explorer - Cookies 10KB 30 fles
Recent Documents & nternet Explorer - History 144KB 4files
Run (in Start Menu) 8 \Windows Explarer - Recent Documents 1KB 1files
Other Explorer MRUs 78 windows Explarer - Thumbnail Cache 1,028 KB & files
Thumbnai Cache £ system - Temporary Files 7KB 4 files
Taskbar Jump Lists [# Multimedia - Adobe Flash Player 3KB 5 files

E7 System B

Empty Recyde Bin
Temporary Files
Clipboard
Memory Dumps
Chkdsk File Fragments
[ windows Log Files

[ Windows Error Reporting
[ ons Cache

[F] Start Menu Shortouts
[ Desktop Shorteuts
Advanced

Old Prefetch data

[ Menu Order Cache L4
[F] Tray Notifications Cache

[ window Size Location Cache

[ user Assist History
= -
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Run Cleaner

Orline Help Chedk for updates...
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CCleaner can be performed at anytime. We recommend at least once a week.

Malware

Malware existeverywhere. The definition of malware according to Wikipedia.com is:

Malware, short formalicious softwargissoftwaredesigned to secretly access a computer system

without the owner'sinformed consentThe expression is a general term used by computer professionals

to mean a variety of forms of hostile, intrusive, or annoying software or program code. ithe te

"computer viru$ is sometimes used as a catah phrase to include all types of malware, including true

viruses.

Malware changes all the time. New techniques are createdtdig LJF 8 SR @2 dzNJ t / Q&
in a sensghere is no fool proof antivirus programThere is no guarantee that you PC will never pickup

malware.

Malware is mainly contracted from the Internet. Many people believe that if you stay away fromiexpl
websites that you will never contract malware. Unfortunately, this is a miss conception. Malware can be
picked up from anywhere. Whether it is logging on to your local news website or performing a simple

search on the Internet malware is always hiding
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http://en.wikipedia.org/wiki/Software
http://en.wikipedia.org/wiki/Informed_consent
http://en.wikipedia.org/wiki/Computer_virus

MalwarebytesAnti-Malware

Malwarebytes is an antimalwagogram thatmaybe installecason your PC located on your desktdp

isran manually which keeps it from interfering wittour antivirus programand in turn willnot slow

your PCdownt KS NBI az2zy alfgl NBoeidiSa Aa AyadlftftSR A& RdzS
installs itself on your PC. It willare than likely attack youantivirus program first, leaving

Malwarebytes to be able to run and remove the malware on your PC4éThiy Qi | f 6 @& 62 NJ X
good to have on your PC just in case.

Instructionsto use Malwarebytes Andilalware:

First double left click on the icon provided on your desktop.

Malwarebytes are

Malwarebgtes’

| Scanner | Protection | Update | Quarantine | Logs | IgnoreList | Settings | More Tools | About |

f L Scanner
l-| ' The scanner can find and remove malicious software present on your system. Please select a scan type and click 'Scan’. Please close all unnecessary applications to improve scan performance.

Please select a scan type below.

© Perform quick scan
A quick scan utilizes our unique fast scanning technology to scan your system for malicious software.

_) Perform full scan
A full scan will scan all files on the selected drive(s). & quick scan is recommended in most cases.

) Perform flash scan
A flash scan will analyze memory and autorun objects. It is only available to our licensed users.

e | r—

117PM |
10/7/2010
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If you are able to connect to the Internet click on tiépdateé G | 6 @
[ Malwarebytes Anti-Malware e i N ————— N - s

Malu.lar'ebgtes’

1,503?8;,| Protection ‘ Update | Quarantine [ Logs | Ignore List [ Selllr;gisr]:MoﬂarToiolsiliAbcLl i

Update
- The updater allows you to update the software and database to the latest version.

Current database information:

Date: 10/7/2010
Database version: 4770
Fingerprints loaded: 281232

Check for Updates

Latest news:

(9/9/10) Malwarebytes is now offering an e-mail newsletter where our users can be notified of our product,
technology and company updates.

Click Here to Sign up for Our Newsletter >>

[ Register ] [ Purchase ] E

118PM |
10/7/2010

B

If you get the following screen then your program is up to date and is ready to begin scanning.
(] Malwarebytes' Anti-Malware — ) _— T—

Malwarebgtes’

| Scanner |”Prolecl|cn ‘ Update | Quarantine [ Logs | lgnore List | Settings ] MoleToiolsiliAl;cIAlmi

Update
- The updater allows you to update the software and database to the latest version.

Current database information:

Date: 10/7/2010
Database version: 4770

Fingerprints loaded: 281232 7 -
Malwarebytes' Anti-Malware ‘
I I
Check for Updates I

Latest news:

Updating Malwarebytes' Anti-Malware =

‘0‘ You have the latest database version.

(9/9/10) Malwarebytes is now offering an e-mail newsletter where our users can be notified of ou
technology and company updates.

Click Here to Sign up for Ou Newsleter >>

[ Register ] [ Purchase ] Exit

119PM |
10/7/2010
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2 dz ¢ A ReffornORUINSOeh & @nbkBydudlick it a window will appear asking Which drive(s) do

you wantto scan. KS OY¢ Za G K&gh. Of A O
B T TI———

Malwarebytes' Anti-Malware

‘wMalmarebgtes’

Scanner ‘ Protection I Update | Quarantine I Logs | Ignore List | Settings More Tools | About ‘

L. Scanner
l. |I The scanner can find and remove malicious software present on your system. Please select a scan type and click ‘Scan’. Please close all unnecessary applications to improve scan performance.

(@ Full scan s |

Please select a scan type below.

_ Perform quick scan
A quick scan utilizes our unique fast scanning technology to scan your system for

Select the drive(s) to scan.

© Perform full scan

A full scan will scan all files on the selected drive(s). A quick scan is recommended Drives
& cn
*) Perform flash scan O &Zos

A flash scan will analyze memory and autorun objects. It is only available to our lice |

[ Reaister ] [ Purchase l

1:26 PM
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Once the scan is completwu will see a log showing what the scan found. Exit from the log by clicking
0 K% 0(23/ i KS dzLJLJSNJ NJ’\ EIKu 02 Ny S NI
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| & search

| mbam-log-2010-10-07 (13-36-29) - Notepad

File Edit Format View Help

Malwarebytes' Anti-malware 1.46
www. malwarebytes.org

Database version: 4770

windows 6.1.7600
Internet Explorer 8.0.7600.16385

10/7/2010 1:36:29 PM
mbam-10g-2010-10-07 (13-36-29).txt

Scan type: Quick scan
Objects scanned: 173004
Time elapsed: 5 minute(s), 34 second(s)

Memory Processes Infected: 0

Memory Modules Infected: O

Registry Keys Infected: 0

Reg15try values Infected: 0
?1stry pata Items Infected: 0
ders Infected: 0

F11es Infected: 0

m

Memory Processes Infected:
(No malicious items detected)

Memory Modules Infected:
(No malicious items detected)

Registry Keys Infected:
(No malicious items detected)

Registry values Infected:
|(NO malicious items detected)

Registry Data Items Infected:
(No malicious items detected)

Folders Infected:
(No malicious items detected) [::]

PM

1
10/7/2010
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Once you exit ot of the log file you will see a window at the center of the Malwarebytes program that
gAtf aKz2g @&2dz GKIG ¢6KSGKSNI AT F2dzyR AYFSOGSR FAES

If it did not you will see a screen like this;
Malwarebytes' Anti-Malware e — o - =

Malmarebgtes’ fe

| Scanner } Protection I Updaié l Quavanziﬁe”lr Logsrl Ignore I;islﬁlr éétliﬁgs V]WMOIEVTOOK ] About \

F—m Scanner

[

|‘ Malwarebytes' &nti-Malware is now scanning your system. Please wait until the scan is complete.

The scan completed successfully.
Objects scanned: 173004
Objects infected: 0

Malwarebytes' Anti-Malware (|

Scan type: Quick scan

Time elapsed: 5 minute(s), 34 second(s)
y 0 | The scan completed successfully. No malicious items were detected.

Currently scanning:

Alog file has b d to the | folder.
The scan completed successfully. No malicious items were detected. Sl

[ Register ] [ Purchase ] Exit

1:44 PM
10/7/2010

<~ o

At this point you just click h Ynéthe cente window,and thenclické 9 Eok thé lower right of
Malwarebytes.
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If Malwarebytesdoesfind infected files it will look as follows;

Scanner | Protection | Updats | Quarantine | Logs | lanoreList | Setings | More Taols | About |

Scanner
talwarebytes' Anti-M alware is now scanning pour system. Please wait until the scan is complete.

The scan completed successfully.
Objects scanned: 139689
Dbijects infected: 224

$can type: Quick scan Malwarebytes' Anti-Malware [

Time slapsed: 20 minutefs], 4 sscond(s]

| The scan completed successfully. Click 'Show Results' to display all
infected objects.

Currently scanning [

The scan completed successfully. Click 'Show Results' to display all infected objects.

Show Results
Register ‘ ‘ Purchase | Exit

= Z43PM

[ Matwarebytes Anti-.. | ] Documentl - Micro.. &
Ve
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Quick Launch [ ® = W] Address 10/7/2010
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Scanner | Protsction | Updats | Ouarantine | Logs | lanoreList | Setings | More Taols | About |
Scanner
‘ J Below is a list of malicious software found on pour spstem. Close all unnecessary applications to ensure successful threat removal.

Wendor Category Item Other Action taken =
@ Adware.MyWebSearch Registy Key HKEY_CLASSES_ROOT funwebproducts. datacontrol Mo action taken. E
@ Adware.MyWebSearch File C:A\Program Files\MywebSearchibary 1 bin\F3DTACTL.DLL Mo action taken.

@ Adware.MyWebSearch Registy Key HEKEY_CLASSES_ROOT\Typelibh\ictrecde3-1ae1-4cda-addZ-6dSh0021 2144} Mo action taken.

@ Adware.MyWebSearch Registy Key HKEY_CLASSES_ROOT Interface’{1 7debe5e-bfe3-4e83-8e1 8755795 35%c) Mo action taken.

@ Adware.MyWebSearch Reqistry Key HKEY_CLASSES_ROOT Interface\ {11525 2-5705-4415-0975-885030291 728} Mo action taken.

‘@ Adware.MyWebSearch Reqistry Key HKEY_CLASSES_ROOT ntertsce\{ab26odbd-3d13-4F768-6813-440a28d7 e8fc} Mao action taken

‘@ Adware.MyWebSearch Reqistry Key HKEY_CLASSES_ROOTHCLSIDY{25560540-9571-4d7b-9389-0M B67B5785a) Mao action taken

& Adware.MyWebSearch Redistry Key HKEY_CURRENT_USERASOFTWARE \Microsoftiwindows\CurrentyersionExth Mo action taken.

@ Adware.MyWebSearch Registry Key HKEY_LOCAL_MACHINENSOFTWARE \MicrasoftWwindaws\CurrentyersiontE st Mo action taken.

@ Adware.MyWebSearch Registy Key HKEY_CLASSES_ROOT furwebproducts. datacontrol. 1 Mo action taken,

@ Adware.MyWebSearch Registy Key HEEY_CLASSES_ROOT unwebproducts. historykillerscheduler Mo action taken.

@ Adware.MyWebSearch File C:A\Program Files\MywebSearchibary 1 bin\F3HISTSW.DLL Mo action taken.

@ Adware.MyWebSearch Registy Key HKEY_CLASSES_ROOT\Typelib\iBcall ile-987c-49c3-b852-21 acda7034c) Mo action taken.

@ Adware.MyWebSearch Registy Key HKEY_CLASSES_ROOT\Interface’{1093995aba37-41d2-836e-091 087 c4ad1 7} Mo action taken.

@ Adware.MyWebSearch Reqistry Key HKEY_CLASSES_ROOT Interface’{1209270f-1700-43be-810f-5b925490330} Mo action taken.

‘@ Adware.MyWebSearch Reqistry Key HKEY_CLASSES_ROOT\nterace\{247a115-06c2-4th3-957d- 2d62d3cf4fa) Mao action taken

‘@ Adware.MyWebSearch Reqistry Key HKEY_CLASSES_ROOTYntertace'{3e53e2cb-86db-4ad a-BhdS-Hfeb 7 aB4di82} Mao action taken

‘@ Adware.MyWebSearch Reqistry Key HKEY_CLASSES_ROOT ntertsce\{90449521-d834-4703-bbde-d3aad4 04268} Mao action taken

@ Adware.MyWebSearch Registry Key HKEY_CLASSES_ROOT\nterdace\{391 aact2-h100-47 ce-Bb75- 263905244155} Mo action taken.

& Adware.MyWebSearch Registy Key HEKEY_CLASSES_ROOT\ntedacebbabdc30H3d5-4801-863a-eebae52986 2d} Mo action taken. hd
Remove Selected e ] ( Pl o | [ ManMeru |

pegen ] [ ]

Malwarebytes' Anti-.

Quick Launch [ @ = W] Address
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A Malwarebytes log will appear which shows what was done. Close this log file.

Seanner Protection Update Quaranting | File Edit Format View Help
Malwarebytes' anti-malware 1.46 -
Scanner weivi. malwarebytes.org
I Below iz alist of malicious software B | o0 opoC o ersion: 4052 =
| |windows 6.0.6001 service Pack 1 |
‘endar cal | INternet Explorer B.0.6001.18943 Bction taken -
¥ Adware.MyWebSearch Reli|10,/7/2010 2:45:36 M Juarantined and deleted succes.. F
@Adv:are.h‘\yh‘{ebsaarch Filg Imbam-10g-2010-10-07 (14-45-36). TXT uarantined and defeted succes..
@Am-.:are.n.ﬂywehs.aarcn R . . quick uarantined and deleted succes
) . can type: Quick scan
@Adware.mwehs.aarcn R objects scanned: 139689 uarantined and deleted succes
@ Adware.MyWebSearch Felj| Time elapsed: 20 minute(s), 4 second(s) uarantined and deleted succes.
G Adware.MyWebSearch Fley - 4o uatantined and delsted succes.
) " Memory Processes Infected: b
@Ammre.myt:ebsaarch ey wenary Modules Infected: 0 uarantined and deleted succes.
F Adware.MyWebSearch Rel||Registry Keys Infected: 144 Juarantined and deleted succes..
W Adware.MyWebSearch Relj| Registry values Infected: 6 Nuarantined and deleted succes..
& Adware.MyWebSearch Ref(REgisTtry Data Items Infected: 1 Buarantined and deleted succes..
X . R Folders” Infected: 16 ! tined and deleted
¥ Adware.MyWebSearch elilFiles Infected: 57 uarantined and deleted succes..
@ Adware.MyWebSearch Filg uarantined and deleted succes..
g Adwars.MyWebSsarch Fie; Tﬁm“ryw?”?cess‘?i I”fSCEEdt: & uarantined and deleted succes.
G Adware.MyWebSearch Ry MO MaliEIOUs TTems detecte uarantined and deleted succes.
W Adware.MyWebSearch Ref|memory Modules Infected: uatantined and delsted succes.
& Adware.MyWebSearch Ref| (No malicious items detected) arantined and deleted succss
@ Adware.MyWebSearch ey Registry Keys Infected: luarantined and deleted succes.
F Adware.MyWebSearch Ret HKEY_cLAssgs_RouT\funwebEroducts.datacontr-m (Adware.Mywebsearch) -> Quarantined and delete Juarantined and defeted succes..
W Adware.MyWebSearch Red HKELCLASSELROUTQWDGL}' \{ﬁceédeBflag%f‘tc‘tafada}gd5 00212144} §Ac(1wsre-Mweb5§arch)h5> Qu Juarantined and deleted succes..
N . HKEY_CLASSES_ROOT‘\Interface\{l7de5e5e-bfe3-4e83-8elf-875579535%ecC Adware.MywebSearc > b i
G Adware MyWebSearch Rell HKEY_CLASSES_ROOT\Interface\{1f52a5Fa-a705-4415-b975-88503b291728] (Adware.Mywebsearch) -~ . | [uaranined and deleted succes.
o HKEY_CLASSES_ROOT\Interface'{a626cdbd-3d13-4f78-b819-440a28d7e8fc} (Adware.Mywebsearch) -» i -
Checking if all items were removed properly. q = v

o
< @@ Wy Thursday
10/7/2010

P Miatwarebytes Ante " E] Documentl - Microw | ] mbamn-log-2010-10...

Quick Launch [ ] S LB

Address

Once you close the log file you may receive a message indicating that the in order for the removal to
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